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(1) Introduction

All local authorities must make proper provision for internal audit in line with the 1972 Local 
Government Act (S151) and the Accounts and Audit Regulations 2015. The latter states that 
a relevant authority “must undertake an effective internal audit to evaluate the effectiveness 
of its risk management, control and governance processes, taking into account public sector 
internal auditing standards or guidance”. The Internal Audit Service is provided by Audit Risk 
Assurance under a Shared Service agreement between Gloucestershire County Council, 
Stroud District Council and Gloucester City Council and carries out the work required to 
satisfy this legislative requirement and reports its findings and conclusions to management 
and to this Committee.

The guidance accompanying the Regulations recognises the Public Sector Internal Audit 
Standards (PSIAS) as representing “proper internal audit practices”. The standards define 
the way in which the Internal Audit Service should be established and undertakes its 
functions. 

(2) Responsibilities 

Management are responsible for establishing and maintaining appropriate risk management 
processes, control systems (financial and non financial) and governance arrangements. 

Internal Audit plays a key role in providing independent assurance and advising the 
organisation that these arrangements are in place and operating effectively.

Internal Audit is not the only source of assurance for the Council. There are a range of 
external audit and inspection agencies as well as management processes which also 
provide assurance and these are set out in the Council’s Code of Corporate Governance 
and its Annual Governance Statement.  

(3) Purpose of this Report

One of the key requirements of the standards is that the Chief Internal Auditor should 
provide progress reports on internal audit activity to those charged with governance. This 
report summarises:

 the progress against the 2016/2017 Internal Audit Programme, including the 
assurance opinions on the effectiveness of risk management and control processes;

 the outcomes of the Internal Audit activity during the period June to September 
2016; and

 special investigations/counter fraud activity.
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(4) Progress against the 2016/2017 Internal Audit Programme, including the 
assurance opinions on risk and control

The schedule provided at Appendix 1 provides the summary of 2016/17 audits which have 
not previously been reported to the Audit and Governance Committee, including, very 
importantly, three limited assurance audit opinions on control.

The schedule provided at Appendix 2 contains a list of all of the audit activity undertaken 
during 2016/2017, which includes, where relevant, the assurance opinions on the 
effectiveness of risk management arrangements and control processes in place to manage 
those risks and the dates where a summary of the activities outcomes has been presented 
to the Audit and Governance Committee. Explanations of the meaning of these opinions are 
shown below. 

Assurance 
levels

Risk Identification Maturity Control Environment

Substantial Risk Managed
Service area fully aware of the risks relating to the area 
under review and the impact that these may have on 
service delivery, other service areas, finance, reputation, 
legal, the environment client/customer/partners, and staff.  
All key risks are accurately reported and monitored in line 
with the Corporate Risk Management Strategy. 

 System Adequacy – Robust 
framework of controls ensures 
that there is a high likelihood of 
objectives being achieved

 Control Application – Controls are 
applied continuously or with minor 
lapses

Satisfactory
Risk Aware
Service area has an awareness of the risks relating to the 
area under review and the impact that these may have 
on service delivery, other service areas, finance, 
reputation, legal, the environment, 
client/customer/partners, and staff, however some key 
risks are not being accurately reported and monitored in 
line with the Corporate Risk Management Strategy.

 System Adequacy – Sufficient 
framework of key controls for 
objectives to be achieved but, 
control framework could be 
stronger

 Control Application – Controls are 
applied but with some lapses

Limited
Risk Naïve 
Due to an absence of accurately and regularly 
reporting and monitoring of the key risks in line with 
the Corporate Risk Management Strategy, the service 
area has not demonstrated an satisfactory 
awareness of the risks relating to the area under 
review and the impact that these may have on 
service delivery, other service areas, finance, 
reputation, legal, the environment, 
client/customer/partners and staff.  

 System Adequacy – Risk of 
objectives not being achieved 
due to the absence of key 
internal controls

 Control Application – 
Significant breakdown in the 
application of control
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(4a) Summary of Internal Audit Assurance Opinions on Risk and Control

The pie charts provided below show the summary of the risk and control assurance opinions 
provided within each category of opinion i.e. substantial, satisfactory and limited in relation to 
the audit activity undertaken during the period April to September 2016.
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(4b) Limited Control Assurance Opinions 

Where audit activity record that a limited assurance opinion on control has been provided, 
the Audit and Governance Committee may request Senior Management attendance to the 
next meeting of the Committee to provide an update as to their actions taken to address the 
risks and associated recommendations identified by Internal Audit. 

(4c) Audit Activity where a Limited Assurance Opinion has been provided on 
Control

During the period June to September 2016, three audit reviews have been provided with a 
limited assurance opinion on control which relates to Data Storage – Structures, Direct 
Payments (Children) and Contact Team (pages 5 - 9 of this report).

It is important to note that whilst a limited assurance opinion has been provided in these 
instances, management have responded positively to the recommendations made and 
actions are being taken to address them.

(4d) Satisfactory Control Assurance Opinions

Where audit activity record that an satisfactory assurance opinion on control has been 
provided, where recommendations have been made to reflect some improvements in 
control, the Committee can take assurance that improvement actions have been agreed with 
management to address these.

(4e) Internal Audit Recommendations

During the period June to September 2016 Internal Audit made, in total, 47 
recommendations to improve the control environment, 20 of these being high priority 
recommendations (100% of these being accepted by management) and 27 being medium 
priority recommendations (100% accepted by management). 

The Committee can take assurance that all high priority recommendations will remain under 
review by Internal Audit, by obtaining regular management updates, until the required action 
has been fully completed. 

(4f) Risk Assurance Opinions

There were three limited assurance opinions on risk during the period June to September 
2016 which related to Data Storage – Structures, Direct Payments (Children) and Contact 
Team. Where limited assurance opinions on risk are provided, the reports are given to the 
appropriate risk champion to ensure that the risks highlighted by Internal Audit are placed on 
the service areas risk register. The monitoring of the implementation of the 
recommendations is then owned by the relevant manager and helps to further embed risk 
management into the day to day management, risk monitoring and reporting processes. 

In addition, the Corporate Risk Management Team is provided with the Internal Audit reports 
where a limited assurance opinion is provided, to enable their prioritisation of risk 
management support.
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Completed Internal Audit Activity during the period June to September 2016

Summary of Limited Assurance Opinions on Control

Service Area: Core Cluster

Audit Activity: Data Storage - structures

Background
A review was undertaken of the Data Storage and Structures in the Gloucestershire County 
Council (GCC) network domain as managed by Sopra-Steria.

Scope

The scope of this review encompassed:

 Membership of privileged Active Directory groups;

 Unstructured and commercially sensitive data;

 Leavers access rights and associated data folders; 

 Monitoring of user data storage limits;

 Data Archiving policies and procedures; and

 Data backup routines. 

Risk Assurance – Limited

Control Assurance – Limited

Key findings

Audit testing confirmed that a documented Information / IT Access policy was in place and 
adequate restrictions placed over user access to the Enterprise Admins and Schema Admins 
privileged Active Directory groups.  All key GCC systems are subject to regular data backup 
routines and backup systems and tapes are sited in physically secure Communications 
(Comms) rooms.  Active Directory user access rights are promptly disabled for all GCC 
leavers. However a number of improvement actions were identified. The main areas that 
require attention are:

 review and/or analysis of commercially sensitive unstructured data;

 review of access to superuser privileges;

 The existence of generic and service accounts with Domain Admins superuser 
privilege;

 The failure to delete or archive data for former GCC employees;
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 The absence of a formalised Data Archiving, storage and retention process; and

 The lack of a Data Backup policy. 

Conclusion

The improvement areas identified and outlined in the key findings section above limit the 
assurance that can be given about the effectiveness of the risk management and mitigation 
(control) activities, in particular the existence of generic and service accounts with Domain 
Admins rights, the lack of review of superuser privileges and no data archiving / deletion 
policy.

Management Actions

Management have explained that they do undertake regular reviews of the Domain Admins 
accounts and superusers access rights, as evidenced in the recent Public Services network 
(PSN) submission. However, the ICT Service will strengthen this area and those relating to 
data archiving and data back-ups through the development of internal operational policies to 
address the various issues.

Whilst Internal Audit will include a follow up review within the 2017/2018 internal audit 
plan, it is recommended that senior management attend the next meeting of the Audit 
and Governance Committee and is requested to provide an update on the action taken 
in relation to each recommendation made.

Service Area: Children and Families Cluster

Audit Activity: Direct Payments  - Children 

Background

A Direct Payment (DP) is money given to parents/carers of young people so that services 
and/or equipment can be purchased to meet assessed needs, instead of the authority 
providing the support through their own/commissioned services.  The money should be spent 
in accordance with the Direct Payment Agreement (DPA) and the care plan agreed, such as 
employing personal care assistants (PAs), funding activities or buying equipment.

Local authorities must offer Direct Payments for social care provision to all those who have 
been assessed as meeting the criteria for disabled children's services.  Local authorities 
should also be satisfied that the person who manages/receives the Direct Payments will use 
them in an appropriate way.

At the time of the audit there were approximately 175 Direct Payments in place where 
payments of circa £50k were being made every four weeks (totalling £650k per annum).

Scope

The objective of the audit was to provide assurance, based on the test cases examined, that 
Direct Payments currently being made to parents/carers are being effectively used to provide 
the support to meet the assessed needs.
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Risk Assurance – Limited

Control Assurance – Limited

Key findings

In order to assess whether DPs were being spent for the purposes intended it was necessary 
to review documentation in relation to each case.  Some of the documentation was held 
centrally as part of GCC’s own systems (Support Plans and DPAs), but some of it was held 
by the parents/carers (bank statements and receipts) and the payroll providers (timesheets 
and payslips).  The DPA makes it clear that information in relation to each care package 
should be retained and made available to GCC upon request.

Although a reasonable amount of evidence was sent in for the six DP cases that were 
reviewed, a complete set of evidence was not made available for any of the DP cases in the 
sample, thereby demonstrating how difficult it can be to obtain evidence for monitoring 
purposes.  On this basis, assumptions had to be made and it was not possible to provide 
absolute assurance that the DPs had been spent correctly.

One solution that would provide the local authority with greater transparency over the 
expenditure going through the DP bank accounts would be to introduce a Direct Payments 
card scheme.  However, this will not resolve the issue of also needing to monitor the 
completion of timesheets when PAs are employed and any receipts for expenditure that has 
been incurred.

From the evidence that was submitted, it became apparent that in five out of the six sample 
DP cases, the DPs were not entirely being spent for the purposes intended.  These will 
require further investigation with corrective action being taken as appropriate. The DPA 
details the sanctions that can be applied if the terms and conditions of the DPA are not met.

Examples of the types of non-compliance identified were as follows:

 Employing close family members living in the same household to provide care as PAs;

 Using the DP to pay for activities that should have been paid for by the parents;

 Using the DP to pay for items of expenditure that are not part of the DPA;

 Making cash withdrawals from the DP account for unknown items of expenditure;

 Using the DP account to fund private expenditure and not fully reimbursing the DP 
account; and

 Transferring funds from the DP account to a personal account, usually to that of the 
parent, with no explanation.
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Conclusion

From the sample selected it is evident that the parents/carers are not always complying with 
the DPA requirement to supply information to the Council on request. 

A review of the information that was received has revealed that the DPs are not always being 
spent for the purposes intended.  Management has agreed to undertake further investigations 
into each of these cases in conjunction with the Principal Auditor responsible for Counter 
Fraud, in order to determine whether any irregularities have occurred and whether any 
sanctions, as detailed in the DPA, should be applied or possibly a criminal investigation 
instigated.

The findings of this audit indicate that an on-going monitoring system needs to be introduced.  
The introduction of a DP payment card would enhance the ability to monitor spending on any 
given DP bank account.  In order to ensure that the Council has access to the remaining 
supporting documentation, consideration needs to be given to applying sanctions when that 
information is not received on request. Having ready access to payroll information from 
payroll providers would also enhance the monitoring arrangements.

Management Actions

Management has responded positively to the recommendations made in respect of the above 
issues identified. In addition, Management within Children Services have been proactive and 
are now attending the regular direct payment champions’ group meetings, led by Adult 
Services, in order to identify best practice and enable consistency of approach.

Whilst Internal Audit will include a follow up review within the 2017/2018 internal audit 
plan and continue to work with management in relation to counter fraud activity, it is 
recommended that senior management attend the next meeting of the Audit and 
Governance Committee and is requested to provide an update on the action taken in 
relation to each recommendation made.

Service Area: Children and Families Cluster

Audit Activity: The Contact Team 

Background
In 2014/15 the Operations Director: Children’s Safeguarding commissioned Internal Audit to 
undertake a review of the management practices within the Contact Team. The review 
identified non-compliance with GCC policy for the use of vehicles (both Council and private), 
overtime payments, the recruitment of staff and making changes to existing contracts. A total 
of 11 recommendations (10 of which were high priority) were made that would further 
strengthen the systems and processes already in place. Two additional recommendations 
that related personally to a member of staff were raised and subsequently addressed by 
management. Limited assurance was given for both risk management and the control 
environment and as a result, a follow-up audit was planned to provide assurance that the 
necessary improvements have been made.
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Scope
The overall objective of the audit was to follow-up the implementation of the agreed 
recommendations from the original audit to provide assurance that the necessary 
improvements have been made.

Risk Assurance – Limited

Control Assurance – Limited

Key findings
It was pleasing to note that since 2014 there have been significant improvements to the 
administrative systems and processes operated by the Contact Team. In particular, the 
internal controls for recording of use of official GCC vehicles have been strengthened and 
updated to reflect GCC’s policies. The new procedures have been disseminated to all Contact 
Team staff and staff have signed to say that they have seen and read the procedures. A 
sample of mileage claims are selected each month for spot checking and additional support is 
available to assist with the completion of the claims if required. Vehicle usage logs are 
completed for Council owned vehicles, using postcodes, after each journey and the start and 
finish mileage is being accurately recorded. These are checked monthly to ensure 
compliance with the GCC policy and Contact Team guidance.   

However, limited opinions have been provided based on the fact that Internal Audit identified 
that a member of the staff had been actively involved in the recruitment of a family member. 
This direct involvement in the authorisation of the appointment and starting salary of a family 
member is contrary to the GCC Code of Conduct and Starting Salary policy. Senior 
management will, in conjunction with Human Resources, undertake an investigation to 
consider what further actions are required.

Management Actions

Management have responded positively to the two recommendations made in respect of the 
above issues identified. In addition, Internal Audit will follow-up the actions taken by 
management to address them.

Summary of Satisfactory Assurance Opinions on Control

Service Area: Core Council

Audit Activity: Review of Statutory Compliance Arrangements

Background

GCC is responsible for ensuring compliance with statutory Health and Safety legislation, for 
example in respect of asbestos, legionella and carbon monoxide. Under Corporate 
Manslaughter legislation, GCC could be held liable should a fatality occur as a result of an 
omission in managing the Council's properties.

GCC owns a number of properties, however this audit concentrated on Local Authority (LA) 
maintained schools, as they are considered to be the greatest risk. 
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The Headteacher is normally the person delegated to be responsible for ensuring that any 
statutory maintenance or repair of the school premises is carried out on a timely basis and 
that all records are kept up to date.

All LA maintained schools are required to complete an Annual Property Return and forward it 
to GCC’s Property Services.  The return provides assurance that properties are being 
correctly maintained in accordance with the appropriate legislation.

Scope

The objective of the audit was to review controls in place within Asset Management and 
Property Services (AMPS) to ensure that legislation is complied with and that all necessary 
maintenance/precautions are taken to safeguard the Council and its officers.

Risk Assurance – Substantial

Control Assurance – Satisfactory

Key findings

A publication called “Compliance Monitoring in Council Buildings” has been available to 
schools via Technology Forge, the Council’s property database, but only to schools that 
purchase the ‘Gold’ Property Care traded service package.  This document gives guidance on 
areas where compliance is required and whether it is statutory, recommended or best 
practice.  This document will be replaced by a new publication, “Essential school 
maintenance: A guide for schools” and the expectation is that this will be made available as 
“read only” to all schools who purchase a traded service package.

There are 231 maintained schools and each year every one of them has to complete a 
property return.  GCC surveyors/engineers visit the schools between September and 
December to go through the return with the responsible officer at the school.

All the returns should have been completed by 18th January 2016, but as at 31st March 
2016, there were still 49 reports (21%) outstanding from surveyors/engineer.

If, following a visit, a school is classed as non-compliant they have 28 days to take remedial 
action and resubmit the return.  All schools were expected to be compliant by 31st March 
2016, but at that date, of the returns that had been received, there were still 43 (24%) non-
compliant schools.  Approximately 14 of these were only waiting for the Headteacher to sign 
the form.  The outstanding forms had been followed up by the surveyors/engineers without 
success.

Where a school failed initially, and then resubmits their return, there is no additional visit by 
the surveyor/engineer to ensure that the outstanding works have been completed.  However, 
there is a declaration on the return which the Headteacher has to sign.

A service level agreement (SLA) would formalise the service and standards expected from 
the surveyors/engineers, as well as incorporating an escalation process for non-compliance, 
should it be required.
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Conclusion

The risks are being managed by GCC but there need to be systems and controls in place to 
ensure that:

 Legislation is communicated to all schools;

 Schools confirm compliance with legislation; and

 Non-compliance is followed up.

A new system came into effect from 1st April 2016, and the school visits are to be undertaken 
throughout the whole year, rather than over a short space of time.  In this way, the returns 
should be forwarded on a more regular basis.

Management Actions

Management have responded positively to the recommendations made in respect of the 
above issues identified.

Service Area: Core Council

Audit Activity: Consolidated Invoices

Background

The Council has contracts in place for a variety of services that can be procured by all service 
areas from a selected number of approved suppliers. These organisations supply the Council 
with consolidated invoices for all services ordered. They are dealt with through the 
procurement, creditor and payments systems to ensure invoices are appropriately paid on a 
timely basis and for all services requisitioned.

The consolidated invoice process is a mechanism used on SAP (the Council’s finance 
system) to post multiple line items of costs to appropriate cost centres without the use of 
manual data entry. The consolidated invoice must be in the required file format to be 
automatically uploaded into SAP by the Business Service Centre.

Scope

The objectives of the audit were to ensure that:

 Managers are able to understand and challenge charges made to their respective cost 
centres;

 Requisitioning systems access is restricted to relevant, authorised personnel, and is 
controlled by adequate password requirements and user permissions;

 There is a separation of duties between the requisitioning of goods and services and 
subsequent payments; 
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 Purchase orders are correctly authorised by budget holders, with amounts coded to 
the relevant cost centre and account code;

 Invoices are matched to official orders and goods received notes where applicable, 
with further authorisation required if the invoice amount is outside of tolerance; and

 Payment runs are subject to review and approval by senior officers.   

Risk Assurance – Satisfactory

Control Assurance – Satisfactory

Key findings

The consolidated invoices tested were appropriately authorised and matched to supporting 
documentation to validate the transaction.  They were also appropriately posted to SAP by 
cost centre and account and were all paid on a timely basis. However the following 
improvement actions were identified:

 Policies and procedures although in place are not adequately documented which 
would be considered as best practice;

 One supplier’s order documentation is located in a decentralised manner with staff 
responsible for making the orders. These order documents should be located within a 
central filing system to ensure the audit trail is adequate;

 For another supplier a spreadsheet should be created showing the proposed costs to 
be incurred from the finalised signed proposal. This should then be compared with the 
consolidated invoice received to ensure invoice costs are appropriate and any 
anomalies are followed up; and

 For another supplier the standing data on the procurement system for the chargeable 
daily rate was different from that shown within the timesheet data. GCC management 
should liaise with the supplier to ensure the standing data and timesheet data is 
consistent on the system and appropriately approved.

Conclusion

Consolidated invoices for all approved suppliers are appropriately posted on SAP and with 
some exceptions, are on the whole supported by adequate documentation.

Management Actions

Management has responded positively to the recommendations made in respect of the above 
issues identified.
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Service Area: Adults Cluster

Audit Activity: Community Equipment Stock – GIS Healthcare

Background

GIS Healthcare (GIS) provide a Community Equipment service, to support Gloucestershire 
residents living in their community who have been assessed by community social care 
assessors or National Health providers of secondary healthcare, as requiring specialist 
equipment on loan to facilitate day to day living. GIS performance, is measured based on a 
delivery indicator of one day from assessor requisition to delivery to a service user. 

The Integrated Community Equipment Store is operated in 2016/17, under a service level 
agreement by GIS Healthcare operating as the in-house provider of community equipment to 
Gloucestershire County Council. The Council’s Adult Social Care Cluster has council 
responsibility to oversee the operation of the equipment store. The other clinical stakeholders 
to the equipment store are; i) Gloucestershire Clinical Commissioning Group, ii) 
Gloucestershire Hospitals NHS Foundation Trust and iii) Gloucestershire Care Services NHS 
Trust.

Scope

The objectives of the audit are to provide the Council with assurance on the adequacy and 
effectiveness of internal controls, processes and records in place to mitigate key risks in the 
following areas to ensure:

 Up to date procedure notes are in place for operation of the CEquip stock system;

 No unauthorised user access and effective financial authority limits for stock receipts 
and issues;

 Accurate and complete transactional recording of stock receipts and issues; 

 Community Equipment stock quantity prices are not overvalued;

 Obsolete stock is regularly reviewed and considered for appropriate action; 

 Sales to third parties are accounted for through the CEquip stock system; 

 Financial fraud is considered for the risk of theft; 

 Stock issued to the service user is adequately monitored through a tracking process; 
and

 Standard stock is always available to meet customer demand; if not there are sound 
systems for ensuring effective communication both within GIS Healthcare and with the 
customer.

Risk Assurance – Satisfactory

Control Assurance – Satisfactory
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Key findings

Overall, there is a sound control environment in place for the management/valuation of the 
community stock and this is operating effectively. However, the control environment could be 
strengthened further as detailed below:

 As a result of audit testing, one high priority recommendation has been made to 
reconsider the equipment requisition financial limits for assessors within community 
equipment authorisation groups, particularly as financial budgets will be increasingly 
subject to competing demands for resources;

 Standard stock audit testing identified a gap in updating the CEquip system for 
purchase order fulfilment. One medium priority recommendation has been made for 
details of standard stock delivery progress where out of stock circumstances occur, to 
be fully documented on the CEquip client summary record; and

 Advance data analysis of indicative future equipment needs is not in place. A process 
which captures likely equipment needs would reduce the future risk of standard stock 
not being available when requisitioned. One medium priority recommendation has 
been made.

Conclusion

The CEquip stock system is adequately controlled through secure processes. There is 
adequate segregation of staff duties in place and verifiable audit trails exist.

Management Actions

Management has responded positively to the recommendations made in respect of the above 
issues identified. 

Service Area: Children and Families Cluster

Audit Activity: Child Sexual Exploitation (CSE)

Background

The official definition of Child Sexual exploitation is: “Sexual exploitation of children and 
young people under 18 involves exploitative situations, contexts and relationships where 
young people (or a third person or persons) receive ‘something’ (e.g. food, accommodation, 
drugs, alcohol, cigarettes, affection, gifts, money) as a result of them performing, and/or 
another or others performing on them, sexual activities. Child sexual exploitation can occur 
through the use of technology without the child’s immediate recognition; for example being 
persuaded to post sexual images on the Internet/mobile phones without immediate payment 
or gain. In all cases, those exploiting the child/young person have power over them by virtue 
of their age, gender, intellect, physical strength and/or economic or other resources. Violence, 
coercion and intimidation are common, involvement in exploitative relationships being 
characterised in the main by the child or young person’s limited availability of choice resulting 
from their social/economic and/or emotional vulnerability.” Working Together to Safeguard 
Children Statutory Guidance.
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This is an important, high profile issue where the Council has extensive duties to lead and 
work in collaboration with other agencies, in particular the police. The Gloucestershire 
Safeguarding Children Board (GSCB) has responsibility for coordinating activity, 
implementing its agreed strategy and undertaking quality assurance across agencies.

Scope

The objectives of this audit were to:

 Ascertain the details of the governance arrangements established within 
Gloucestershire and the county’s approach to identifying Children at risk of Sexual 
Exploitation; 

 Review what information is received and shared between the key partners and 
ascertain how this is analysed and used; and 

 Obtain details of any third-party assurance activity (within the previous two years) 
which has reviewed any aspect of the governance arrangements, procedures or 
processes relating to CSE. Where remedial action was recommended confirm that the 
management action plans were completed with progress detailing the action required / 
taken and being reported periodically to senior management.

Risk Assurance – Substantial

Control Assurance – Satisfactory

Key findings

Governance arrangements

Gloucestershire Safeguarding Children’s Board

 The primary governance arrangements for safeguarding in general and CSE in 
particular are discharged through the Gloucestershire Safeguarding Children’s Board 
of which GCC is a key member; 

 A number of senior officers (and the Lead Cabinet Member for Children) have been 
tasked to represent GCC at Board, Executive Committee and Sub-Group level, thus 
GCC is fully contributing towards a joined-up Gloucestershire approach. However the 
audit identified a need to improve attendance at the CSE / Missing Sub-Group across 
agencies; and

 The risks relating to CSE and the mitigating controls are documented within the GSCB 
Risk Register.

CSE Team

 A co-located multi-agency CSE Team has been established within the Public 
Protection Bureau, Gloucestershire Constabulary; and

 The effectiveness of this team needs to be evaluated over the next year once the 
delivery “model” has been further developed.
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Multi-agency training

 Training courses are run on behalf of the GSCB which are designed to encourage 
multi-agency participation in their delivery and attendance; and 

 In 2015 this changed from a half-day to a full-day event with the ten courses run to 
January 2016 attended by 158 professionals. However the attendance by a number of 
other agencies is low and the reasons for this need investigation by the GSCB.

Sharing of information

Problem profile

 The need for a county-wide problem profile is well documented within the minutes of 
the GSCB Executive Committee and the CSE Sub-Group and the absence of such 
intelligence has also been highlighted as a weakness within Her Majesty’s 
Inspectorate of Constabulary (HMIC), College of Policing and Peer reviews completed 
during 2015. This had not been resolved by the time that the audit took place, 
however this issue has now been progressed and the police are finalising the problem 
profile. 

CSE Screening Tool

 The new Gloucestershire CSE Screening Tool went live from 8th February 2016; and

 The screening tools are triaged within the CSE Team and then stored allowing 
information to be gathered over time to strengthen or clarify what is known. There is a 
process for sharing and analysing data supported by police analysts in place. 

Third-party assurance activity

In 2015, three reviews have been completed which touch on safeguarding procedures, 
including CSE and Missing Persons. In particular:

1. College of Policing – Peer Challenge on Gloucestershire Constabulary’s 
arrangements to manage CSE (April 2015);

2. Association of Directors of Children Services South West - Peer Challenge for 
Gloucestershire on Missing Children (June 2015); and

3. HMIC – Inspection of Gloucestershire Constabulary (under police effectiveness, 
efficiency and legitimacy (PEEL)) considered how forces respond to and support 
missing and absent children, victims of domestic abuse and how well prepared forces 
are to respond to safeguard children at risk of sexual exploitation (July 2015).

In August 2015 the findings from these reports were reported to the GSCB Executive 
Committee and the CSE/Missing Sub-Group. It was subsequently decided to integrate the 
response to the reviews and disseminate through a CSE conference (held in July 2016).
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Conclusion

GCC has directed significant resources to the multi-agency CSE Team as well as providing 
executive support to the wider role of the GSCB. GCC employees continue to actively engage 
with their peers from key agencies endeavouring to improve procedures and processes 
around CSE and the collection of information wherever possible.  

CSE is high on the agenda with many meetings of various in-house and multi-agency groups 
or committees taking place. Internal Audit considers that there is an opportunity for 
GCC/GSCB to review the roles of these groups / committees in order to reaffirm their purpose 
and which officers will attend these on behalf of GCC.

The external reviews have highlighted a number of good practices where some third party 
reliance can be placed that the procedures and processes are working as expected. The 
reviews also indicated a number of priorities for improvement in what is an area of fast 
developing practice nationally. These need further impetus.

Management actions

Management has responded positively to the recommendations made in respect of the above 
improvement areas identified in the key findings section above.

Service Area: Children and Families Cluster

Audit Activity: Child Protection Conference Team

Background

The Children Act 1989 (amended in 2004) allocates duties to local authorities, as well as 
courts, parents and other agencies in the United Kingdom, to ensure children are 
safeguarded and their welfare is promoted.  Section 47 of the Act places a duty on local 
authorities to investigate and make inquiries into the circumstances of children considered to 
be at risk of ‘significant harm’ and, where these inquiries indicate the need, to decide what 
action, if any, it may need to take.

A child protection conference brings together family members (and the child where 
appropriate), with the supporters, advocates and professionals most involved with the child 
and family, to make decisions about the child’s future safety, health and development.

GCC’s Child Protection Conference Team (CPCT) was subject to a peer challenge by 
another authority in 2015, which focused on the duty system for Initial Conferences and the 
workload management system for Conference Chairs.  Following the peer challenge, a report 
was produced which included questions for consideration by the CPCT.  The CPCT Manager 
provided a response to this report, which has been reviewed by the Head of Quality.
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Scope

This audit reviewed whether the issues which were raised following the peer challenge, and 
subsequent responses to the report by the Team Manager, had been addressed.

Risk Assurance – Substantial

Control Assurance – Satisfactory

Key findings

Good progress has been made to implement the findings from the peer review as well as any 
other areas that have been identified by the CPCT.  However, there are still some issues that 
need to be resolved as detailed below.

 There are still delays within the conference process, some of which can be attributed 
to the following:

 Social Workers not ringing to book a conference after a strategy meeting or 
completing and returning the invite checklist;

 Liquidlogic (Children’s Social Care system) pathways blocked i.e. sequence of 
processes not enacted; and

 Reports not produced within timescale.  During the audit a review conference was 
observed, where one of the professionals attending had not sent her report to the 
Chair within the required timescale.  This meant that the Chair did not have 
sufficient time before the conference to fully review the contents of the report.

The CPCT Manager is reporting the above issues to the appropriate Team Managers but has 
agreed to escalate the matters to the Operations Director if the situation does not improve.

 Within the CPCT there are issues due to:

 Delays in Chairs putting outcomes of conferences on Liquidlogic; and

 Minutes not being issued within the timescale.

These delays are mainly due to the pathways being blocked on Liquidlogic, although 
the high volume of conferences taking place can also have an effect.  These issues 
are being monitored by the CPCT Manager and work is prioritised to ensure that a 
child is not left in a vulnerable position.

A report was produced by the CPCT Manager in October 2015 which provided information on 
the reasons why the number of initial child protection conferences has been increasing.  This 
increase in the number of conferences has led to a locum Chair and temporary Minute 
Secretary being appointed, but only until the end of September 2016.
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Conclusion

Since the peer review, the CPCT have made a number of changes to the way the conference 
team operates, although Internal Audit were advised that some improvements had already 
been identified by the team prior to the peer review’s report being published.  

The CPCT staff that were interviewed as part of the audit were committed to ensuring that the 
service provided is as efficient as possible.  However, some processes rely on Liquidlogic 
being up to date and it would seem that this is not always the case.

A locum Chair and temporary Minute Secretary have been appointed but only for a period of 
12 months, from September 2015.  If the number of conferences required continues to 
increase, consideration will need to be given as to how they will be accommodated within the 
current staffing levels.

Management Actions

Management have responded positively to the recommendation made in respect of the above 
issues identified.

Service Area: Children and Families Cluster

Audit Activity: Recruitment of Social Workers within Children and Families

Background

A position statement by the Deputy Director Safeguarding and Care and a review by a 
Scrutiny Task Group had highlighted the level of vacancies in Children’s Services and the 
difficulty of recruiting and retaining qualified social workers.  In December 2015, Cabinet 
agreed to invest £3.7m over 2016/17 and 2017/18 to recruit more social workers to reduce 
the caseloads for existing ones and also reduce the need for employing agency staff.

It is difficult to recruit and retain qualified, experienced social workers, although this is a 
national problem and not just local to Gloucestershire.  One of the reasons for GCC was that 
the recruitment process was lengthy and potential social workers were gaining employment 
elsewhere during the time it took GCC to process their applications.

In order to try and remedy this situation, a fast track recruitment system was developed, to 
ensure that the necessary social workers can be recruited in the most effective way.

Scope

The objective of the audit was to review a sample of recent recruitments of social workers, to 
provide assurance that the fast track system is operating as intended.

Risk Assurance – Substantial

Control Assurance – Satisfactory
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Key findings

Social worker posts are continuously being advertised and the job adverts reflect this as they 
are not for a specific post but state that there are various permanent and fixed-term contracts 
available.

An administrator was appointed to work in the Business Service Centre (BSC) to process the 
social worker applications.  In addition, a Recruitment and Retention Co-ordinator was 
appointed to oversee the recruitment process and to ensure that a dialogue is maintained 
between the successful applicants and recruiting managers while the relevant checks are 
being undertaken.

A recent recruitment exercise was reviewed and it was established that one of the 
unsuccessful applicants was a qualified social worker.  However, the applicant had not met 
the required assessment criteria.

It is understood that a Service Level Agreement (SLA) is in place to monitor how long the 
recruitment process takes.  However, this does not take into account the fact that pre-
qualified social workers may apply before they have finished studying and they may not start 
with the Authority until September.  Their applications can remain in the recruitment system 
until they have been allocated a particular post, which can lengthen the total time taken to 
complete the recruitment process.  Obtaining Data and Barring Service (DBS) checks and 
medical reports can also cause delays.

Sample testing of four recent applications showed that three had exceeded the SLA target 
times; the delays were caused by outstanding DBS checks, medical reports and waiting for 
references to be approved by the relevant manager.

Conclusion

The appointment of a Recruitment and Retention Co-ordinator, as well as an administrator in 
the BSC to specifically work on children’s social worker recruitment, has ensured that 
applications can be processed and tracked more efficiently.  However, Children’s Services 
are not being advised on whether the SLA target is being met.

The testing undertaken confirmed that qualified social workers are applying for jobs and are 
being interviewed, although showed that in the three months reviewed there were twice as 
many pre-qualified social workers appointed compared with qualified social workers.

It is not the length of time to complete the recruitment process that is preventing social 
workers being appointed to post but rather that they do not meet the assessment criteria 
thresholds at interview stage.

Management Actions

Management have responded positively to the recommendation made in respect of the above 
issue identified.



Appendix 1 Appendix 1

21

Service Area: Children and Families Cluster

Audit Activity: Alternative Provision School

Background

Alternative Provision Schools (APS) provide education for children who have been 
permanently excluded from school and they have the same delegated powers and duties as 
maintained schools.  There are three such schools in Gloucestershire, covering the following 
areas: Cheltenham and Tewkesbury; Gloucester and Forest; and Stroud and Cotswold.

Each APS has its own arrangements in place to provide support and advice for schools 
situated in their local area.  Schools can contact the APS directly to discuss what may be 
available to support them with children at risk of exclusion.  In addition, an APS can be 
commissioned by the Local Authority to provide a number of places for pupils who have been 
excluded from mainstream education, or children who do not have a school place.

Scope

The objective of the audit was to review the management and governance processes in place 
at one of the above APSs to provide assurance that the funds are being spent appropriately 
on the pupils and for the purposes intended.

Risk Assurance – Satisfactory

Control Assurance – Satisfactory

Key findings

The audit reviewed the following areas at the school: Budget, Attendance and Purchasing.

The school has capacity for 54 pupils and receives £10,000 for each place commissioned, 
together with a top-up payment of £6,500 for each place if capacity exceeds 70%.

The business manager produces financial reports each month which show the original budget 
and income and expenditure to date, together with a forecast to the end of the year.  At the 
end of the 2015/16 financial year there was a budget surplus of £152,739, however the in-
year figures for some areas, in particular supply staff costs and transport, were far greater 
than the planned budget.

The Management Committee and sub-committees meet on a termly basis, and the Staffing 
and Finance Committee members receive a financial report at each meeting.  The business 
manager also has regular meetings with the Lead Commissioner for Education and Skills to 
discuss the budgets of all three schools.

Attendance is monitored by the school and persistent non-attendance is highlighted to the LA, 
who will, if necessary, prosecute the parents.  Pupils may not spend all their time at the 
school as there is external provision they can attend which might be more appropriate for 
their needs.
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The school has a finance policy which details the roles and responsibilities of the staff and the 
Management Committee. 

The procedures relating to purchasing were not always being complied with in respect of: 
Raising purchase orders, obtaining comparison prices/quotes, authorisation of petty cash 
expenditure over £20 and completion of declaration of interest forms by the Headteacher and 
Management Committee.

Conclusion

The budget is being monitored on a regular basis and financial reports are provided to the 
Staffing and Finance Committee at each of their meetings.  The Headteacher has already 
identified areas where spending needs to be reviewed, e.g. catering and use of agency staff.

The monitoring of pupils’ attendance is important, as they may not be attending the school all 
day, every day, but may be at external providers or on part-time timetables.  There are 
processes in place to establish pupils’ attendance.

Management Actions

The Headteacher has responded positively to the recommendations made in relation to the 
issues identified.

Service Area: Children and Families Cluster

Audit Activity: Primary School

Background

Internal Audit was requested by the Chair of Governors at the Primary School visited to 
undertake an audit of the financial processes in place at the school.

Scope

The audit reviewed the systems and controls in place in relation to the following areas at the 
school: Income, Purchasing, Petty Cash and Staff Expense Claims.

Risk Assurance – Satisfactory

Control Assurance – Satisfactory

Key findings

Eleven recommendations were made, covering the following areas: income, purchasing, petty 
cash and staff claims authorisation procedures.

Conclusion

The recording of the income received for the breakfast club needs to be strengthened as the 
sample of income received that was reviewed by Internal Audit did not match the amounts 
written on the attendance sheet and monies banked appeared to be short against that which 
was expected (under £100).
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There are written procedures relating to the administration of cash received, for example for 
trips and dinner money, and these are being followed.  The school also has a Finance Policy 
which has been agreed by Governors, however, Internal Audit found that it is not being 
followed with regard to purchasing i.e. in relation to both general purchasing and petty cash.

Management Actions

The Headteacher and Chair of Governors have responded positively to the recommendations 
made in respect of the above issues identified.

Service Area: Communities Cluster

Audit Activity: Household Recycling Centres Contract

Background

On 22nd July 2015, Cabinet authorised officers to exercise the option to extend the current 
contract with Kier Ltd to manage the Household Recycling Centres (HRCs) for a further two 
years and eight months from 7th August 2016. Despite an initial willingness to enter into an 
extension, this offer was subsequently withdrawn as Kier considered the continuing low value 
of recyclable materials is too high a risk for them to carry.  The service is a statutory function 
under Section 51 of the Environment Protection Act 1990 and as such this legislation rules 
out an option to stop providing this service altogether. 

Scope

To review the proposals for minimising the risks facing GCC in the event that the existing 
contract (for the management and operation of the HRCs) is not extended under the existing 
terms and conditions or there is a delay in making alternative service provision. 

In the event that alternative provision has to be obtained, the review is to provide assurance 
that officers have conducted the procurement in accordance with GCC Contract Standing 
Orders and the Public Contracts Regulations 2015.

Risk Assurance – Substantial

Control Assurance – Satisfactory

Key findings

 The contract (circa £2.2m per annum) for the management of the Household 
Recycling Centres (HRCs) is due to expire in August 2016. Whilst the conditions of 
the contract allow for the arrangements to be extended, the contractor has advised 
the Council that they would not agree to exercise this option under the existing terms 
and conditions.  Consequently a decision was taken by the service manager (after 
consultation with the Commercial Assurance Board) not to enter into further 
negotiations over an extension, given that this would require a significant increase in 
costs of the contract if this was to be agreed;
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 The Council appointed Eunomia Research and Consulting Ltd to undertake a 
Commissioning Options Review in order to undertake an analysis of the options 
available to deliver the service from 6th August 2016.  In their report dated 1st 
February 2016 a number of options were considered with the shortlisted options 
being:

 Forming a new Local Authority Company;

 Joining an existing Local Authority Company; and

 Re-procurement.

 On 20th April 2016, Cabinet considered the options available to deliver the HRC 
service and in line with officer recommendations resolved that the Council would 
become a member of an existing Local Authority Company (LAC) i.e. Ubico Ltd1 and 
that once the formalities had been completed the Director of Communities and 
Infrastructure could award a five year contract (value circa. £11m) to this company;  

 The Public Contract Regulations 2015 (paragraph 12.4) allows a contracting authority 
to award contracts directly to a Local Authority company over which it exercises joint 
control without the opportunity being subject to competition;

 Whilst initially it had been proposed that the Finance Director would represent GCC 
on the Board of Ubico Ltd it was subsequently considered by Legal Services that this 
could present a conflict of interest; 

 Legal services have been instructed to prepare the shareholder agreement and 
contract documentation; and 

 A Project Group was formed to manage the period leading up to the change of 
contractors which comprises of representatives from both GCC and Ubico Ltd. The 
inaugural meeting was held on 17th May with ongoing meetings held on a two weekly 
basis thereafter.

Conclusion

The risks associated with this project were well known to both the service management and 
the preferred provider i.e. Ubico Ltd with risks appropriately documented within the reports 
submitted to Cabinet thus fully informing the decision taken on the preferred way forward.

Internal Audit also concluded that the risks were being proactively managed given the short 
timeframe involved before the incumbent provider was due to withdraw from the contract. 

The transfer to the new provider was completed as planned on 6th August 2016.

Summary of Substantial Assurance Opinions on Control
1 Ubico Ltd: a not for profit company jointly owned by Cheltenham Borough Council, Cotswold District Council, Forest of 

Dean District Council, Stroud District Council, Tewkesbury Borough Council and West Oxfordshire district Council). 
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Service Area: Core Council

Audit Activity: Gloucestershire Fire and Rescue Service - Information Security

Background

A review was undertaken of Information Security at the Gloucestershire Fire and Rescue 
Service (GFRS) and a report issued in March 2016. This contained a number of findings 
which resulted in a ‘limited’ assurance opinion being provided on control.

It was agreed between the Head of Internal Audit and the Chief Fire and Rescue Officer that 
an early follow up of the findings would be undertaken to ensure there had been a proper and 
timely response and that previously planned works had been brought forward and 
implemented.

Scope

The scope of the original review encompassed:

 Information security policy framework;

 GFRS Active Directory domain; 

 Firewall security;

 External penetration testing;

 Disaster Recovery arrangements; and

 Unsupported operating systems

whereas the follow-up review focused on the key findings of the initial review and the 
management responses.

Initial report Follow- up review
Risk Assurance Satisfactory Substantial
Control Assurance Limited Substantial

Key findings

The initial report had four significant findings which resulted in a ‘limited’ assurance opinion 
for the control environment. 

The findings related to:

 Existence of generic high level (administrator) user accounts;

 Unpatched ‘Watchguard’ firewall devices;

 Lack of external penetration testing; and



Appendix 1 Appendix 1

26

 Unsupported Windows 2003 server platforms.

The follow-up review has evidenced the following actions:-

 generic accounts were disabled or deleted and replaced with individual user 
identifiers. Written instructions have also been issued to the IT team regarding this 
new procedure;

 As the Fire Service is a 24/7 service, the purchase of an additional firewall was 
necessary, prior to patching the ‘Watchguard’ firewall devices, to mitigate the risk of a 
firmware upgrade failure. Since the original audit, the additional firewall has been 
purchased and the firmware has been patched up to date;

 Although the Fire Service IT has always tested their own firewalls, they have not 
commissioned a penetration test from a third party. This year a full IT health check for 
connection to the Emergency Services Network (ESN), which is an enhanced Public 
Services Network (PSN) was due to take place. This included a requirement for 
external penetration testing which has now been undertaken with positive results for 
the Fire and Rescue network infrastructure. As part of the continuing ESN 
accreditation this will be scheduled as a recurrent annual test; and 

 At the time of the initial review, there were a total of 14 GFRS servers running on 
Windows 2003. By July 2016 when the follow-up work was undertaken, 9 of the 14 
servers had been replaced. Whilst the remedial work (for all but the email device) is 
extending beyond the original planned completion date of June 2016, it is clear that 
the work is advancing and the risks being addressed, they are also are known and 
understood. A target completion date of December 2016 for all Windows 2003 servers 
is achievable.

Conclusion

All four of the original findings have now been addressed, and the risks have either been 
removed or reduced to an acceptable and managed level. This has resulted in the opinion 
being raised to ‘substantial’ for both risk recognition and control environment.

Management Actions

No further actions required.

Service Area: Core Council
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Audit Activity: ICT Change Management

Background

A review was undertaken to assess the adequacy of controls surrounding the ICT Change 
Management process. 

Scope

The scope of this review encompassed:

 Change Management policies and procedures;

 Change Management system;

 Requests For Change;

 Emergency Change requests; 

 User Acceptance Testing (UAT); and

 Change Advisory Board.

Risk Assurance – Substantial

Control Assurance – Substantial

Key findings

Audit testing confirmed that a documented Change Management Procedure had been 
implemented.  All ‘Request for Changes’ (RFCs) were documented.  A Change Manager had 
been appointed to review and validate all proposed changes.  Furthermore the Steria 
Advanced Remote Services (STARS) application had been deployed to capture, track and 
record all RFCs.  

The STARS system was accessed via a secure web portal.  User access was restricted to 
authorised members of the Change Management team.  The STARS password policy had 
been enabled to enforce password complexity, ageing, minimum length and history.

A Change Advisory Board (CAB) has been established to review all proposed system 
changes.  Membership of the CAB includes key ICT personnel from the Infrastructure, 
Network, Server Support and Security teams.  

Conclusion

The findings from this audit identified one key improvement area which was not considered to 
be critical; the need to regularly review all outstanding Change Management requests to 
ensure they are actioned and the jobs closed.

Management Actions

Management have responded positively explaining that the same issue has subsequently 
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been identified as a risk on the internal Sopra Steria audit of the change process. 

Service Area: Core Council

Audit Activity: BACS Payments

Background

The Council makes substantial payments to suppliers and for salary payments through BACS 
(Bank Automated Clearing System). They also make payments through BACS on behalf of 
other third party organisations.  Only payments to suppliers, payroll and pension payments for 
GCC were considered within the scope for this audit. All other BACS payments on behalf of 
third party organisations were considered out of scope.

BACS payments are processed by Strategic Finance upon receipt of electronic files from the 
Business Service Centre (BSC). BACS payments are processed daily and range from very 
small amounts through to full payroll costs amounting to millions of pounds.

Scope

The objectives of the audit were to ensure that:

 Documented policies and procedures were in place to direct the process, and are 
subject to regular review;

 System access is restricted to relevant, authorised personnel, and is controlled by 
adequate password requirements and user permissions;

 There is adequate separation of duties within the BACS payments system; 

 Strategic Finance adheres to required governance arrangements;

 Audit trails for both processing and checking are available; and 

 Payment files are subject to review and approval by senior officers.

Risk Assurance – Substantial

Control Assurance – Substantial

Key findings

Payments were authorised by approved signatories within the Business Service Centre.

Payments were accurately presented to Strategic Finance through secure means.  The only 
issue found when reviewing the file names on the GCC BACS Transmission Control Log was 
there were gaps in the sequencing of file names. 

These gaps were due to the system creating copy files for BACS (M) payments where email 
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remittances are to be issued and using a new sequential file name. 

The BSC Systems Team has concluded that it is not possible to eliminate this copy file being 
created.  As a result, the GCC BACS Transmission Control Log should include missing 
sequential file names for completeness and have an explanation against these that they are 
copy files and ensure these are not processed.

Strategic Finance adheres to the necessary governance arrangements and sufficient audit 
trails exist for payment and checking of BACS payments.

Conclusion

BACS payments are adequately controlled through secure processes. There is also adequate 
segregation of duties and audit trails in place.

Management Actions

Management has responded positively to the recommendation made in respect of the above 
issue identified.

Summary of Consulting Activity and/or Support Provided where no Opinions 
Are Provided

Service Area: Core Council

Audit Activity: NHS Information Governance Audit  -  Consultancy Review

Background

This was a consultancy review working with and supporting the Information Management 
Service (IMS) on aspects of information sharing (between GCC, the NHS and other key 
partners), to advise on whether the regime currently in place is sufficient, does not present 
undue risks and that the protocols developed, adequately meet the need.

Information Governance (IG) guidelines have been introduced to enforce minimum security 
settings for all partner organisations handling NHS data.

There is now a direct relationship between NHS and Local Government information 
governance activities, predominantly as a result of the transfer of the public health function to 
the Council from the NHS and with this followed the need to undertake an NHS Information 
Governance Toolkit return i.e. similar to the Council’s Public Service Network (PSN) 
accreditation requirement. 

Scope

The overall objective of the review is to provide advice on the arrangements in place for 
providing information governance support for sharing information with third parties, in 
particular public health, adult social care, other NHS organisations, and other partners where 
data and information is private and/or could be highly sensitive. 

Risk Assurance – N/A
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Control Assurance – N/A

Key findings

 Key elements of an information security and governance framework are in place 
including:-

 an Information Governance Board; 

 a nominated SIRO (Senior Information Risk Officer); 

 relevant policies; 

 information risk management activities; 

 qualified and experienced staff with recognised roles and responsibilities; and

 recognition of the need to identify all information assets and then appoint suitable 
information asset owners.

 There is also a working relationship with Legal Services which has identified and 
developed suitable data confidentiality / information governance contract clauses, and 
document classification standards. Information governance guidelines have been 
introduced. 

 The Code of Connection IGToolkit returns were seen to have been done on time and 
the evidence appropriate. The required level had been obtained and sample evidence 
supported the claim.

 The Council’s IMS function needs to continue to focus on:-

 The development plans and prioritising activities to mitigate existing and emerging 
risks;

 Rooting out possible contracts (existing or developing) which do not contain 
appropriate data confidentiality clauses;

 Ensuring that those responsible for information sharing with other (third) parties 
are aware that agreements and protocols are necessary; and

 Continuing to promote throughout the Council the source of and need for 
compliance with corporate policies and standards to be adhered to and 
encouraging those responsible for contract management to review the contracts in 
place against those standards.

 As with all areas of the Council, IMS activities are subject to significant pressures and 
risks. Current levels of resourcing means that the service’s focus has to be on 
statutory and high risk reactive activities. 
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The ability to embed and support change across the Council is therefore limited and the 
onus is therefore on those in the business with responsibilities for managing activities with 
third parties to engage with IMS and to ensure the contracts held have the appropriate 
data confidentiality clauses and sharing agreements which IMS can advise upon. 

Conclusion

It is recognised that all staff have responsibilities for complying with information security and 
governance.  IMS has a significant role in implementing an appropriate framework for 
information security and governance for the Council. The service is well structured and there 
are properly qualified and experienced staff in post to undertake the roles. 

There is evidence of much good work ongoing including the development of plans for current 
and possible future requirements. However, there are increasing challenges in balancing the 
proactive work with the unplanned issues that require an immediate response.

Recommendations were made to ensure that:-

 lead officers for new contracts confirm they have reviewed the information 
governance/security checklist, completed all tasks relevant to their contract and 
incorporated corporate contract terms into their new contracts;

 information asset owners continue to be identified and their responsibilities made 
clear; 

 IMS and ICT to continue to work more closely together to align information 
governance and the technology function;

 project and commissioning staff should apply existing records management standards 
to electronic information systems; and

 the Data Classification project should be progressed within the Council.

Management Actions

Management have responded positively to the recommendations made in respect of the 
above issues identified. 

Service Area: Children and Families Cluster

Audit Activity: Pods Trial - Gloucester City  - Consultancy Review

Background

The Pods trial involved a one-off investment to trial new ways of working within children and 
young people’s social work (Circa £1.5 million over 2 years). Gloucester Pods has tested a 
multi-disciplinary approach to children’s social work. It has also tested a different model of 
social work organisation where small patch-based Pods have shared ownership of cases. 

The Pods now pick up all the children and families social work for Gloucester City which 
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equates to half of the county’s children’s social work. Significant monitoring and evaluation is 
in place and some significant improvements have been observed but it was not clear whether 
the additional investment would result in sufficient gains.

Scope

Internal Audit was requested to provide independent assurance that the current programme 
management, monitoring and evaluation processes are robust and will enable informed 
decision-making over the future of Pods.

Risk Assurance – N/A

Control Assurance – N/A

Key findings

The following documentary evidence was reviewed in relation to the Pods trial:

 A Monitoring and Evaluation Framework for Gloucester Pods;

 Reports setting out evidence in support of the identified Pods aims;

 Expenditure on expert assessments by the Pods and other teams over a three year 
period;

 A monitoring report for data up to and including Quarter 3 2015/16 that was taken to 
the Pods Board meeting in February 2016;

 Pods 2015/16 financial year-end position (budget v actual);

 HR data for Q1 – Q4 of 2015/16; and

 Data on Pods indicators (prepared by Data and Performance Team).

The following meetings were attended by internal audit in relation to the Pods trial:

 Meeting to consider how well the Pods initial objectives have been met (15/04/16); 
and

 Pods Evaluation Group meeting (28/04/16).

Internal Audit’s observations were made from the perspective of whether there was sufficient 
evidence that the Pods way of working had been effective in achieving the following identified 
aims:

 Reduced levels of sickness absence;

 Reduced Agency spend on social workers;

 Increased professional contact time with children; and

 Better solutions for families and a reduced need for emergency solutions.
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Additional observations were made in the following areas: governance arrangements, 
monitoring and evaluation, sources of evidence, measurement period, surveys, control group, 
evolution of Pods to business as usual, complex cases and the impact on the Pods ways of 
working, newly qualified Social Workers, financial costs; and working arrangements.

The following positive initiatives were also identified from Pods working:

 A more local approach with the community has led to knowing more about the 
children and their families which in turn as resulted in better relationships;

 Working in smaller teams (Pods) has exposed poor social work practice which has 
been addressed for more effective working;

 A higher proportion of case file audits for Pods were rated Good than for other 
Children and Families teams; and

 Staff sickness absence for the Pods is reducing at a faster rate than other Children 
and Families teams.

Conclusion

The results of this review, in terms of challenge and analysis, have been used to inform a 
report to senior management on the future of Pods.

Management Actions

Management has responded positively to the observations made in respect of any issues 
identified.

Service Area: Grant Certification

Audit Activity: Community Capacity

Background

The Department of Health’s Community Capacity programme provides capital funding for 
local authorities with adult social care responsibility.

Gloucestershire County Council (GCC) received an allocation of £1,360,488 in 2013/14 and 
£1,387,970 in 2014/15 from the Community Capacity grant under grant determinations No 
31/2219 and No 31/2393 respectively.

Scope

The Chief Executive and Chief Internal Auditor are required to return to the Department of 
Health a declaration by 30th June 2016 in the following terms:

“To the best of our knowledge and belief, and having carried out appropriate 
investigations and checks, in our opinion, in all significant respects, the 
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conditions attached to the Community Capacity Grant No 31/2219 have 
been and will be complied with”.

And;

“To the best of our knowledge and belief, and having carried out appropriate 
investigations and checks, in our opinion, in all significant respects, the 
conditions attached to the Community Capacity Grant No 31/2393 have 
been and will be complied with”..”

To provide assurance that, in all significant respects, the conditions of the Grant 
Determination have been complied with.

Key findings

 The Council received funding of £1,360,488 in 2013/14 and £1,387,970 in 2014/15; 

 In 2015/16 a sum of £350,000 was vired from the Community Capacity scheme to 
support the adult social care element of the Worksmart ICT transformation 
programme; and

 Internal Audit understand that the grant monies will be allocated to replace the ERIC 
and Controcc systems once national guidance on the specific requirements for Phase 
II of the Care Act are issued.

Conclusion

Based on discussions with officers and a review of records maintained by the Council, 
Internal Audit has gained assurance that the conditions of the grant determination have been 
fulfilled and as such the declaration can be signed and submitted to the DoH.  

The remainder of the Community Capacity grants, £2,328,078, has been carried forward into 
2016/17.

Service Area: Grant Certification

Audit Activity: Social Care (Capital) Grant

Background

The Department of Health (DoH) in 2015/16 made £1.409million available to Gloucestershire 
County Council through the Social Care (Capital) grant No 31/2534. This funding is part of the 
Better Care Fund, but has been allocated directly to Councils by the DoH. 

Scope
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The Chief Executive and Chief Internal Auditor are required to return to the Department of 
Health a declaration by 30th June 2016 in the following terms:

“To the best of our knowledge and belief, and having carried out appropriate 
investigations and checks, in our opinion, in all significant respects, the 
conditions attached to the Social Care Capital Grant No 31/2534 have been 
and will be complied with”.

To provide assurance that, in all significant respects, the conditions of the Grant 
Determination have been complied with.

Key findings

 The Council received funding of £1,409,000 in 2015/16 under the Social Care 
(Capital) grant scheme; and 

 In 2015/16 a total of £121,300 was spent against the Social Care (Capital) grant 
scheme. Internal Audit has reviewed a sample of transactions and confirmed that 
expenditure is in accordance with the relevant DoH grant conditions.

Conclusion

Based on discussions with officers and a review of records maintained by the Council, we 
have gained assurance that the conditions of the grant determination have been fulfilled and 
as such the declaration can be signed and submitted to the DoH.  

The remainder of the Social Care (Capital) grant, £1,287,700, has been carried forward into 
2016/17. Expenditure in future years is planned to support replacement of IT and systems 
enhancements and replacements along with the project management and implementation 
costs.

Service Area: Grant Certification

Audit Activity: Transforming Care

Background

The Department of Health’s Transforming care programme provides capital funding for 
adaptations to housing to support transfer of people from inpatient to community-based 
settings. In this respect the capital allocation received by the Council in 2014/15 was 
£200,000.

Scope

The Chief Executive and Chief Internal Auditor are required to return to Department of Health 
(DH) a declaration in the following terms:

“To the best of our knowledge and belief, and having carried out appropriate 
investigations and checks, in our opinion, in all significant respects, the conditions 
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attached to the Transforming Care Grant Determination 2014/15:No 31/2457 have been 
complied with.”

This audit will provide assurance that the conditions have been complied with.

Key findings

 No expenditure was incurred during 2014/15 or 2015/16; and

 The Department of Health has confirmed in June 2016 that the Council may 
reimburse a Provider for services delivered, and requested an update or end of 
project report once this is completed.

Conclusion

This declaration is made in respect of £NIL of the capital grant allocated to the authority under 
the grant determination. The balance (i.e. £200,000) is currently being held by the Council for 
use in 2016/17 following confirmation from the Department of Health on 01 June 2016 that 
the Council may reimburse expenditure incurred by a Provider.

Service Area: Grant Certification

Audit Activity: Fire and Rescue Capital Funding - Grants

Background

The Department of Communities and Local Government (DCLG) has historically provided 
funding to local fire authorities to assist in the acquisition of replacement appliances and other 
capital related projects. In this respect, the Council has received the following grants:

 Grant Determination: 2011/12 (No. 31/1992)£1,700,000; and

 Grant Determination: 2014/15 (No. 31/2322)£   822,361.

Scope

This audit reviewed the expenditure incurred in 2015/16. The aim was to provide assurance 
to the Chief Finance Officer that the conditions attached to the specific grant determinations 
had been complied with to enable the annual declaration to be signed and submitted to the 
relevant Government Department.

Key findings

Table 1: Profile of expenditure:
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Grant Value Previous 
certifications

Expenditure in 
2015/16

Carry forward 
to 2016/17

(No. 31/1992) £1,700.000 £1,218,509 £278,453 £203,038

(No. 31/2322) £   822,361 £42,333 £80,028 £700,000

The expenditure during 2015/16 is monitored by Strategic Finance and appropriate records 
are maintained. 

From a review of the invoices paid in 2015/16, Internal Audit gained the required level of 
assurance that this was correctly classified as a capital related item.  

Conclusion

The conditions attached to the respective grant determinations have been complied with and 
the declarations could then be signed and returned to the relevant Government Department.

Service Area: Grant Certification

Audit Activity: Local Transport Capital Block Funding and Highways 
Maintenance Challenge Fund Certification

Background

On 31st March 2015 a letter was issued by the Department for Transport (DfT) stating the 
allocation of the Local Transport Capital Block Funding (Integrated Transport and Highway 
Maintenance) Grant for 2015/16: No 31/2530. The grant allocation for the year was 
£20,694,000 with the split being as follows: 

 £2,861,000 – Integrated Transport; and 

 £17,833,000 – Highways Capital Maintenance. 

In a letter dated 27th November 2015, GCC was notified that it had been successful in its bid 
for funding under the Highways Maintenance Challenge Fund. This additional funding, also 
issued under the Highways Maintenance: Specific Grant Determination 2015/16: No 31/2530 
was for £1,329,870 increasing the total grant allocation for the year to £22,023,870.

The DfT advised Local Authorities that they were content to receive one declaration that 
combined these determinations.

Scope

To provide assurance to the Chief Executive and the Chief Internal Auditor (who are required 
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to confirm to the Department for Transport) that the conditions of the Specific Grant 
Determinations 2015/16: No 31/2530 have been complied with.

Key findings

The letter from DfT states that the use of this grant should be in accordance with regulations 
made under Section 11 of the Local Government Act 2003. Internal Audit held discussions 
with the key personnel responsible for monitoring the expenditure of the grant and reviewed 
and tested the processes in place for the recording and monitoring of the grant expenditure. 

Conclusion

Internal Audit concluded that the conditions of the grant determination had been fulfilled and 
as such the declaration attached could be signed and submitted to DfT in accordance with 
their terms.

Service Area: Grant Certification

Audit Activity: Local Growth Fund – Capital Grants

Background
Under the Local Growth Fund Payment Determination (April 2015) (2015/16): No 31/2546 
Capital the Council is in receipt of a grant of £13.17m for the period 2015/16. This grant is to 
be used on Capital projects agreed by the Gloucestershire Local Enterprise Partnership 
Board with Gloucestershire County Council (GCC) acting in the capacity of Accountable Body 
for the funding.

Scope
The Chief Executive and Chief Internal Auditor are required to confirm to the government 
department that the conditions attached to the grant have been complied with. This audit will 
review the expenditure to provide assurance to these officers that this is the case, prior to the 
certificate being submitted.

Key findings

 £13.17m qualifying expenditure was incurred for 2015/16. This comprises of:

 £6.60m to actual claims from scheme promoters; and

 £6.57m journal to General Ledger – 95201 “Receipts in Advance Capital 
Government Grant” to be used on agreed Transport Schemes where the 
Scheme Promoter is the Council.

Note: Cities and Local Growth have confirmed that where the delivery body and 
the accountable body are one and the same organisation the policy position is 
that funds count as “spent” if there is any kind of accounting treatment of the LGF 
grant which separates it or earmarks it as designated for a LGF project 

 Appropriate records are maintained by Strategic Finance; and 
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 Agreements with scheme promoters require any incurred spend to be eligible.

Conclusion

The conditions attached to the respective grant determinations have been complied with and 
the declarations could be signed and returned to the relevant Government Department.

Summary of Special Investigations/Counter Fraud Activities

Current Status

The Counter Fraud Team within Internal Audit (IA) has received 8 new referrals in 2016/17 
to date, and 10 cases referred in 2015/16 and 2014/15 continue to be investigated in 
2016/17. Six of these have now been completed. In addition IA continues to be involved in 
counter fraud work concerning staff travel, following-up irregularities with management as 
they arise. 

Of the six cases closed within 2016/17 relating to the previous years, two involved direct 
payments (adults) which have resulted in arrangements for the Council to recover £13k in 
respect of expenditure incurred, which was not in accordance with the support plans and 
direct payment agreements. Two other closed cases involved allegations in schools which 
although not substantiated resulted in changes to procedures, including the proper recording 
of income and budget commitments to ensure a complete audit trail for the future. The last 
two cases involved GCC staff, one of whom had not followed policy in respect of recruitment 
and salary progression and the other did not follow procedures and policy in respect of 
income collection (not theft). Subsequently one member of staff resigned and the other was 
dismissed, following disciplinary.

New referrals in 2016/17

None of the cases received in 2016/17 have been closed. 

Many of the cases referred to Internal Audit involve intricate detail and Police referral. This 
invariably results in delay before the investigation can be classed as closed and reported to 
the Audit and Governance Committee.

The Committee can also take assurance that all special investigations/counter fraud 
activities are reported to the Statutory Officers i.e. the Chief Executive, Monitoring Officer 
and Director of Finance, on a monthly basis.

National Fraud Initiative (NFI)

Internal Audit continues to support the National Fraud Initiative (NFI) which is a biennial data 
matching exercise administered by the Cabinet Office. The next data collections will be 
October 2016 and reports will start to be received with matches from January 2017. 
Examples of data sets include insurance, payroll, pensions, private supported care home 
patients / residential care homes, transport, personal budgets / direct payments and 
creditors.  Not all matches are investigated but where possible all recommended matches 
are reviewed by either Internal Audit or the appropriate service area.

Counter Fraud Unit (Fraud Hub)
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National Context

In 2011, the Cabinet Office Counter Fraud Taskforce issued a report on ‘Illuminating Public 
Sector Fraud’ which outlined four strategic priorities: 

 Collaboration;
 Assessment of Risk;
 Prevention; and 
 Zero Tolerance.

“The scale of fraud against Local Government is extensive and hard to quantify with 
precision.  Fraud costs UK public services an estimated £21 billion per year, of which £2.1 
billion is the estimated cost to Local Government.  A further £14 billion is lost to tax fraud and 
vehicle excise fraud and £1.9 billion to benefit and tax credit fraud.  Reducing this is now a 
major priority across all areas of government.”  Cabinet Office 2016.

The National Fraud Authority and the Audit Commission have closed.  However fraudsters 
are becoming increasingly sophisticated.  All public service organisations are more 
vulnerable than ever to criminal activity.

Although resources remain stretched, the reduction of fraud within the public sector is a 
priority and is reflected by the CIPFA Counter Fraud Centre which was launched in 2014 to 
lead and coordinate the fight against fraud and corruption across local and central 
government.  

Local Context

In 2013/2014, the Government announced that Local Authority responsibility for the 
investigation of benefit fraud was to be transferred, with the counter fraud investigation staff, 
to the Department for Work and Pensions.  In February 2015, Audit Cotswolds successfully 
bid for £403,000 funding from the Department of Communities and Local Government 
(DCLG) on behalf of the Local Authorities in Gloucestershire and West Oxfordshire District 
Council to accelerate the development of a dedicated Counter Fraud Unit (the unit).

The funding is a one off payment to explore the feasibility of a Gloucestershire and West 
Oxfordshire Counter Fraud Unit that is able to use data matching to gather intelligence and 
provide skilled investigators to help counter all forms of fraud against the Councils and 
Social Housing Providers in the region.

The bid set out a phased approach.  The unit’s first objective was to counter fraud through 
better intelligence and enhanced proactive partnership working in Gloucestershire and West 
Oxfordshire District Council with the aspiration to create a ‘Gloucestershire Hub’.  It built on 
the existing three authority partnerships (i.e. Cotswold District Council, West Oxfordshire 
District Council and Cheltenham Borough Council) and introduced other partners namely: 
Gloucestershire County Council, Forest of Dean, Stroud, Tewkesbury and Gloucester City 
Council, plus Cheltenham Borough Homes Ltd and in time, other registered social landlords.

The second phase of the project links the Gloucestershire Hub to other Hubs (Oxfordshire) 
through data sharing activity.
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The business case associated with the project explores whether the DCLG funded project 
can be transferred into a permanent service model that is fully self-sufficient whilst 
continuing to manage and utilise the DCLG fund to set up the unit.

Feasibility studies have been undertaken in financial years 2015/16 and 2016/17 to show 
that the unit can expect to generate revenue and provide risk assurance.  In addition, the 
unit has identified further areas of savings and loss avoidance, thereby adding value for all 
partners.  The work included such legal documentation as data sharing and access 
agreements that enabled the feasibility studies to be undertaken and investigations to be 
conducted legally.

The S151 Officers oversee the project in terms of governance, which includes the unit’s 
objectives, rationale and the development of the business case.  Given their responsibility 
regarding counter fraud activity within their own organisations and the need to achieve value 
for money they will also be reviewing the business case from an individual organisation 
perspective.

Proposed Project Outcomes

 Produce real and demonstrable savings for partners from intelligence based counter 
fraud activity;

 Pursue criminals with an effective, self-sufficient and robust fraud investigation team, 
which can operate locally with partners or with third parties and other public bodies;

 Continue to operate and adapt to any reorganisation, restructure or political change;
 Fight local fraud by matching datasets across all demographics; and
 Fight regional fraud by legally exchanging data.

Feasibility Studies

It was agreed by partners that to evidence the financial aspect of the business case, the unit 
would need to complete some pilot work to develop an evidence base of the value of 
investing in the hub.  Initial pilot work was undertaken for Cotswold District Council, West 
Oxfordshire District Council and Cheltenham Borough Council.  More recently, work has also 
been carried out for Cheltenham Borough Homes and Tewkesbury Borough Council with 
proposals for further work with Gloucestershire County Council, Gloucester City Council and 
Stroud District Council under way.  In respect of the County Council, progress to date is as 
follows:

Gloucestershire County Council participation - progress to date

Context

The Fraud Hub provides the Council with a real opportunity of effective collaboration with our 
local councils, however one of the key points to raise is that the County Council, as an upper 
tier authority, deals with a different type of counter fraud and irregularity activity and as such, 
has a dedicated fraud investigator (within Internal Audit). 

Therefore Internal Audit are currently investigating how to ‘call off’ specific counter fraud 
activity on a day rate, via a legal framework.
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Legal framework for operation

Secondment Agreements (S113 Local Government Act 1972) have now been approved for 
two fraud hub Investigation Officers and operational work can now commence.

Planned Work

Meetings have been held with key fraud hub stakeholders to discuss potential operational 
activity.  The collaboration and work plan proposed, includes the following:

 The provision of assistance with internal investigations being investigated and 
prosecuted by the County Council and the Crown Prosecution Service;

 A generic document pack for criminal investigation, interview under caution and 
internal prosecution;

 Joint referral and joint reporting mechanisms in relation to fraud allegations and 
results; and

 Development and implementation of training and awareness programmes.

Further updates on collaboration will be provided to the Committee, via the Internal Audit 
Activity Progress Reports.


